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CLOUDFLARE

Background Information on Cloudflare for Task Force

We understand that Cloudflare’s services were considered in connection with a draft of the
Task Force's Intermediate Study Report, which was submitted at the meeting of September
13, 2018. Although we were only advised of your work recently, we appreciate the
opportunity to provide background on our services and our approach to abuse.

Cloudflare’s Services

Cloudflare is an Internet performance and security company that is on a mission to help
build a better Internet. By accelerating and protecting more than 10 million web properties
around the world from cyberattack, we improve the security, reliability, and performance of
the Internet for everyone. Our customers range from small bloggers to Fortune 500
companies, in all major industries. Cloudflare protects the websites of companies like
OKCupid, Steve Madden, and the U.S. Department of State.

Cloudflare serves as a reverse proxy, with pass-through security and optimization services,
as well as a content distribution network (CDN). Those who sign up for Cloudflare’s free or
paid services change their DNS records to place Cloudflare’s global network in front of their
web properties. Cloudflare then uses its 152 “points of presence” in 74 countries to screen
traffic for cybersecurity risks and cache content at the network edge in order to improve
website performance.

As part our efforts to build a better, more secure Internet, Cloudflare provides a variety of
cybersecurity services for users of our network. Broad access to these services—including
encryption of both web traffic and web addressing information, protection from DDoS
attack, and protection from cross-site scripting, SQL injection or other
vulnerabilities—helps prevent data theft, redirection of web requests, and other tampering.
Cloudflare’s services also protect our customers from malicious bots and crawlers
attempting to scrape or alter the content of their sites.

Cloudflare is not a website hosting provider, and we have no ability to remove material
from the Internet that is hosted by others. Materials will remain on a website’s host server,
and be served to users, regardless of whether that website uses Cloudflare services.
Termination of Cloudflare services for a website does not alter the availability of content on
a website; it just makes distribution of those materials more inefficient and more
vulnerable to cyberattack.
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Abuse Process

Because Cloudflare is a reverse proxy, our IP addresses may appear in WHOIS and DNS
records for websites using our CDN services. To simplify the process for intellectual
rights-holders to assert their rights to the website host, Cloudflare maintains an online
abuse page that allows users to report infringing material. This policy is available at
cloudflare.com/abuse.

Reports regarding copyright infringement typically request removal of content. As noted
above Cloudflare is not a website hosting provider, and we cannot remove material from
the Internet that is hosted by others. We therefore forward a copy of abuse reports to
those with the ability to address the underlying concern. As described on our abuse page,
unless the complaining party requests otherwise, abuse complaints are automatically
forwarded to both the website owner and the website hosting company to allow them to
take action. The complaining party is generally given information about the website hosting
provider so they can follow up about their concerns directly.

Apart from voluntarily providing the complaining party the information necessary for them
to address concerns about content with the hosting provider, Cloudflare complies with
appropriate legal process.

Presence and Engagement in Japan

Cloudflare currently has equipment (points of presence) in Tokyo and Osaka, but has no
employees based in Japan. Despite this lack of significant presence in Japan, we are deeply
concerned about inaccurate perceptions of our services and compliance with law. We are
therefore happy to provide additional information to the Task Force or the government of
Japan about the nature of our services.

To the extent that the Task Force is provided data or statistics about our company or our
company's services, Cloudflare respectfully requests that we be provided details of that
information so that we can verify the accuracy of the information that is provided to the
Task Force. Without information about the reports or the domains that were identified as
infringing, we have no ability to assess or gather additional information about the claims.
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